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Historia do proxecto

* Necesidade de material para curso de especializacion “Instalacion e mantemento de sistemas
conectados a internet (loT)”

* Formacion de profesionais que exerzan a sua actividade en empresas dedicadas a instalacion,
configuracion, posta en servizo e mantemento de todo tipo de dispositivos desde sensores e
actuadores a obxectos comuns en sistemas conectados a loT

* Disponer de maquetas para practicas e materiais e recursos didacticos

* “MeteolLoRa”, premio a proxecto de innovacion na FP 2023

* Participantes no proxecto de innovacion: 6 profesores do Departamento de Electronica do IES
Ricardo Mella, Vigo (Carmen Curras, Javier Darriba, Jorge Dominguez, Miguel Franco, Antonio

Lago e Javier Pena), 3 profesores do Departamento de Fabricacion Mecanica (IES Politécnico
de Vigo), alumnado dos ciclos de FP de Electrénica e de Fabricacién Mecanica
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Redes para loT, cal escoller?

» Eleccion da tecnoloxia de comunicacion para proxectos de loT depende de diferentes criterios
coma: custos, dispofibilidade da tecnoloxia na localizacidn, uso da enerxia, volume de datos a
transmitir, frecuencia de envio de datos, seguridade

* O loT en contornas estendidas require de protocolos de comunicacion LPWAN (Low Power Wide

Area Network, Rede de Baixo Consumo e Longo Alcance)

* Os protocolos LPWAN tefien unha velocidade de transmision baixa. Estan pensados para
telemetria para manexar pequenos volumes de datos. Fotos e Videos estan descartados

Redes LPWAN

LPWAN celular LPWAN non celular
W D ey
LTE-/y/ NB-lof | LORa Y sigfox

—

Frecuencia

Banda licenciada

Banda non licenciada

Alcance

Mais de

10 Km

Tasa de Datos

1 Mb/s

< 150 Kb/s

< 10 Kb/s

100 b/s

Duracion bateria

10 anos
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Rede LoRa / LoRaWAN
. A
LoRa (capa fisica) — Signal\
* Tecnoloxia inalambrica (como WiFi, Bluetooth, LTE,...)
« Banda sin licencia 868 MHz Noise /\ y 1paB
* Potencias de transmisién de baixo consumo (~100mW) )

« Sensibilidade de recepcion pode chegar a -149 dBm

* Pode descodificar sinais por debaixo do nivel de ruido

* Usa unha modulacion de espectro ensanchado xerando
un ancho de banda moito maior que o do sinal orixinal

* Alcance de >10 Km no rural (récord 1.336 Km)

* Pode transmitir s6 o 1% do tempo

Strong signal
U

Frequency

Fonte: https://www.mokosmart.com/es/lora-frequency/

LoRa
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LoRaWAN (protocolo de acceso)
* Arquitectura de rede: nodos, gateways, servidor de rede, servidor de aplicacion
* Implementa seguridade a nivel de rede e a nivel de aplicacion
Nodos LoRAWAN Gateways LoRaWAN Servidores de Aplicacions
I] 1 Servidor de Rede
®y _ |
: .’ LoRaWAN
all =
jﬂﬂ
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Infraestrutura loT empregada

Nodo baseado no microcontrolador
ESP32 + Sensores

Gateway LoRa / LoRaWAN recibe
mensaxes dun nodo LoRa e as @W""’
reenvia ao servidor de rede Eﬂl
Servidor de rede TTN (The Things nsor s — . I _)
Network, provedor de servizo na S ‘o THETHINGS vt \GEg w-sr
nube). Recibe datos do gateway e ' Nube piblica Nube privada no instituto
prové de servidor para interactuar

cos dispositivos con HTTP / MQTT
Servidor de aplicacion no
instituto fai xestion de datos
(Node-Red), almacenamento (base
de datos InfluxDB) e de
monitorizacion de datos (Grafana)

=

MI-I’I'IQ'I'I'\ WiFi/Ethernet/
f4G/5G

Aplicacion frontend

Interface de
usuario
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Por que escollemos o servidor TTN?

* Arede The Things Network &

unha comunidade de
gateways despregada de
forma colaborativa, aberta e
libre que permite a
conectividade de
dispositivos |oT sin custo

e Calquera nodo pode
conectarse a calquera
gateway

» Para saber se hai cobertura
dalgun gateway:
TTN Mapper

C O B8 https://ttnmapper.org/radar/gateway/?gateway=ies-ricardo-mella-meteolora&network=NS_TTS_V3://ttn@000013

g TTN Mapper Heatmap Beams Advanced maps CoverageMap.net
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Exemplo de despregamento

https:/leul.cloud.thethings.network/console

™\

1) Rexistrar Gateway en TTN
* Crear unha conta na plataforma
» Acceder a consola de
administracion:

https://eu1.cloud.thethings.network
/console/

* Rexistrar o gateway seguindo o O
manual de configuracion do - g
gateway

« Comprobar que esta conectado

000)

ANV

(o]

Go to applications Go to gateways

B\ ((( THE THINGS STACK —
THE THINGS SANDBOX —
NETWORK

Gateways Q + Register gateway

ID = Name = Gateway EUl = Status Created at =

THE THINGS

NETWORK

» Nube publica
ies-ricardo-mella-meteolora COEE40FFFF2A1. (B Oct 9, 2023

B
=4
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Exemplo de despregamento

2) Configurar nodo na rede TTN

Creamos aplicacion

Create application

Within applications, you can register and manage end devices and their netw
many integration options to pass relevant data to your external services.
Learn more in our guide on [0 Adding Applications.

Application ID*

exemplo-ola-mundo  <ef——o

Application name

Ola Mundeo
Description

Description for my new application

A

Optional application description; can also be used to save notes about the ap

Create application

Engadimos un dispositivo

Register end device

Daesyour erd device have a LoRaWAN® Device ldentfication GR Cods? Sman it to spasd up-anboarding.

B Scnend dmice QRoode |l Gevice regisination help
End device type

Input meshod O
Sebect the end devics in the LoREWAN Device Repositon

® Enterend device specifics manially

Frequency plan (3 *

Europs BE3-570 MHz [5F5 for REZ - recommended) *
LoRaWiH version &0 °

LoRaiWaH Specification 1.0.3

Regional Parameters wersion I3

mElers

Shew asdwanced actration, LoRaWAH class and cluster settings ~

Artivation mede T

® Crverthe air activation [GTAS] F
Activation by persorafization (ABF)
Diefirve rultieast group (AB0 & Multicast]

LaRaWaN s (T

Hare fclass Aonlyl

API-MOTT

)

Xeramos as claves THE THINGS

ETWORK

Nube puiblica
E eui-70b3d57ed0061e7e
1D: eui-70b3d57ed0081eTe
413 6 = Lastactivity 51 seconds ago @
Overview Live data Messaging Location Payload formatters General settings
General information
End device ID eui-7@b3d57edBB61e7e ]
Frequency plan Europe 863-878 MHz (SF9 for RX2 - recommended) [
LoRaWAN version LoRaWAN Specification 1.0.3 ®
Regional Parameters version RP@OL Regional Parameters 1.0.3 revision A &
Created at Oct 19,2023 21:36:47
Activation information
AppEUI 0x00, 0x00, Ox00, Ox00, Ox00, Ox00, 0x00, Ox00 sb = | <> | IR
DevEUI @x7E, Ox1E, OxB6, OxDO, Ox7E, OxD5, @xB3, Ox70 Isb = | R
AppKey OxD2, OxAd, Bx34, Ox97, Ox37, Ox72, Ox28, OxE3, OxA7, 0x27,. mb = o [ @
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 Conectar o ESP32 co modulo LoRa
RFM95W (SX1276) por SPI
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Exemplo de despregamento
358 B DI01(GPI033)
'::::. ::::. RST (GPIO14)

4) Instalar e configurar libreria
* Instalar no IDE de Arduino a libreria MCCI
LoRaWAN LMIC
» Configurar a libreria para o moédulo SX1276
e para frecuencia de 868 MHz

// project-specific definitions

#define CFG_eu868 1 -g—

//#define CFG us915 1

//#define CFG_au915 1

//#define CFG as923 1

//#define LMIC_COUNTRY_CODE LMIC_COUNTRY_CODE_3JP
//#define CFG_kr920o 1

//#define CFG in866 1

#define CFG_sx1276_radio 14—

//#define LMIC USE_INTERRUPTS

! @ o
ey

- @zsl-uloon-!z g

CEDi
o

ooooo
ooooo

MOSI (GPIO23)

1 nss pios)

GND

N

3.3v

RFM95W

10
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Exemplo de despregamento

5) Uso sketch exemplo que envia Hello, world! (Arquivo>Exemplos>MCCI LoraWAN library>ttn-otaa
» Copiar as claves xeradas APPEUI, DEVEUI, APPKEY no cddigo de Arduino

I/l This should be in lItlle-endian (aka Isb).

static const PROGMEM ul_t APPEUI[8] = { 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00};
// This should be in Itlle-endian (aka Isb).

static const ul_t DEVEUI[8] = { O0x7E, O0x1E, 0x06, 0xDO0, 0x7E, 0xD5, 0xB3, 0x70} ;

/I This should also be in big-endian (aka msb).

static const ul_t PROGMEM APPKEY[16] = { 0xD2, 0xA4, 0x34, 0x97, 0x37, 0x72, 0x28, OXE3, 0xA7,
0x27, 0x41, OxE1, 0xA5, 0x8F, 0x45, 0x1C };

* Definir as conexions entre ESP32 e o modulo LoRa

const Imic_pinmap Imic_pins = {
.nhss =5,
.rxtx = LMIC_UNUSED_PIN,
.rst = 14,
II'f DIO2 is not connected use:
.dio = {26,33,LMIC_UNUSED_PIN}
}

11
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Exemplo de despregamento

6) Envio de datos ao servidor TTN

Time Type Data preview Verbose stream ‘) # ExportasJSON Il Pause
0322’
4 gg
™ 22:
™ 22:
4> 7

™ 22:

™ 22:

©9:48 Forward uplink data message
©9:40 Successfully processed data mes..

©8:34 Forward uplink data message DevAddr: | 26 8B5F 03 | <> IR

07:28 Forward uplink data message DevAddr: | 26 B5F 03 | <> [R Payload: A48 656C6C6F2C2077 . <> [R FPort: 1 Data rate: SF7BW125 SNR: 9.5 RSSI: -84

» Cando o sketch ttn-otaa.ino se executa, o nodo fai unha conexion co gateway e este recibe a
mensaxe (payload) en HEX: 48656C6C6F2C20776F726C6421 que en ASCII é: Hello, world!

Applications > pruebas > Enddevices > eui-70b3d57ed006le7e > Livedata X R Hexto ASCII Text String Convert: X +

com/convert/number/hex-to-ascii.html

s e

S

eui-70b3d57ed0061eTe API-NOTT
1D: eui-70b3d57ed0061eTe ‘

M26 6 e Lastactivity 43 seconds ago @ THE THINGS Hexadecimal v Text

NETWORK
Overview Live data Messaging Location Payload formatters General settings . Nube priblica 3 Open File n

i Paste hex numbers or drop file

From To

48656C6C6F2C20776F726C6421
260B5F03 | <> IR Payload: 48656C6CE6F2C2077.. <> [R FPort: 1 Data rate: SF7BW125 SNR: 11.8 RSSI: -86

260B5F03 < R

43 65 6C 6C 6F 2C 20 77 ..

[® | FPort: 1 Data rate: SF7BW125 SNR: 9.2 RSSI: -88

08:34 Successfully processed data mes.. DevAddr: | 26@B5F03 < IR

Character encoding

ASCII

07:28 Successfully processed data mes.. DevAddr: | 260B5F03 IR
o Convert

:06:22 Forward uplink data message DevAddr: | 26 @8 SF 03 | <> IR  Payload: 48656C6C6F2C2077.. <> (R FPort: 1 Data rate: SF7BW125 SNR: 13 RSSI: -82

Hello, world!

06:22 Successfully processed data mes.. DevAddr: | 260B5F03 IR

Forward uplink data message DevAddr: | 26 @B5F 03 | <> (R Payload: | 4865 6C 6C 6F2C 2077 .. <> | [ | FPort: 1 Data rate: SF7BW125 SNR: 16.5 RSSI: -85

12
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Exemplo de despregamento

7) Configuracion de nodo + sensor de temperatura BME280
» Sobre o sketch ttn-otaa.ino engadimos a programacion da lectura da temperatura do sensor

[ 3
"
N - API-MOTT
eui-mide-temp ‘
ID: eui-mide-temp
THE THINGS
™39 5 e Lastactivity 4 minutesago @ N_E TWORK
Nube publica

Qverview Live data Messaging Location Payload formatters

Time Type Data preview

DevAddr: 26 80B 67 83 | <>
<

/M 23:39:33  Forward uplink data message

/M 23:39:33 Successfully processed data mes.. DevAddr: | 26 @B 67 83 | <»

/™ 23:38:27 Forward uplink data message DevAddr: | 26 8B 6783 | <> | R

/N 23:38:27 Successfully processed data mes.. DevAddr: | 268B6783 < B

Fo6FER OO <> | IR

..... DIO1(GPIO33)
I RST (GPIO14)
MOSI (GPI0O23)
=
RFM95W
A NSS(_(;FEOS] \
-:-. GND
ol | | 3.3v
T — BME280

-----
.....
-----
.....

SCL (GPI022)

13
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Exemplo de despregamento

8) Habilitar a conexién por MQTT no servidor TTN

Applications » pruebas > MQTT

m pruebas
MQTT

== Cverview

'7\ End devices MQTT is a publish/subscribe messaging protocol designed for loT. Every application on TTS automatically exposes an MQTT
endpoint. In order to connect to the MQTT server you need to create a new AP key, which will function as connection password.

EI Live data ‘fou can also use an existing APl key, as long as it has the necessary rights granted.

“ Further resources
<> Payload formatters v

API-MOTT W MOTT server @ | Official MQTT website &

7. Integrations ~

THE THINGS 9 voTT Connection information

NE TWORK * MQTT server host

Webhooks

- = Public address eul.cloud.thethings.network: 1383 K

Nube publica : .
Storage Integration

Public TLS address eul.cloud.thethings.network:8883 [

AWS loT

Azure loT

Username esp32-wroom-con-otaa@ttn &

»
*»
* Connection credentials
»

LoRa Cloud

Password | ssmsassssassssssssssasasasssasssassaassissesassiaseaassaasnas §g @
= Collaborators

14
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Exemplo de despregamento

9) Recoller os datos con Node-RED e gardalos na base de datos influxDB

=<, Node-RED

Q infl x Flow 1

v storage

influxdb in

@ Grafana
Contluence 48 Jira

? influxdb out
ll ‘ influx batch —
b undenzu InflDB 4 # debug 1 E

B connected

Nube privada no instituto

function 1 debug 2 E

15
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Exemplo de despregamento

10)Visualizacion con Grafana das medidas gardadas na base de datos

Actual @ Last 30 minutes ~

Q@;Grdum

werce 9 Jirg Temperatura

Iﬂlﬂ
| . E il )
InfluxDB

[Node RED|

Nube privada no instituto

16
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Aplicacions populares de LoRa

Cadea de suministro

Agricultura
gr [ Loxistica

Intelixente

:T—l m

Cidat}es Monitorizacion
Intelixentes ambiental

Monitorizacion
Industrial

17
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Caso practico:
estacion meteoroloxica e medioambiental

* Placas desefiadas -* ‘ N
- Sensores empregados -
* Interconexién de elementos 47

 Medicions
=49

N\

AW

18
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Placas desenadas

 Placa con ESP32-WROOM-32 VERSION 1
Microcontrolador + LoRa RFM95W + sensor BME280 + pantalla LCD

41,50 mn “ n
U J cenno1u11 Fowals o o : g
RIASOY 91002
- P 800000 S ol (= o
e O O o 3
= e e BEE O O o « e
il B o o/ i e
By | | —ay u:‘_ 7 e o o >t T
me - hEE R 0000
e el e O (o
fLle pra = L
Bl = = = (o)
eSS = el e g g
i b E il o 3 + (o (o]
+33W (=
% [=2e oo I O o
5 (=[] = 11 o I ] EHE o 0
kil EEPE2- EVIT-IH:K O ILE_E8 P25 OEVKIT AN & i = ;'E mnl'ua
l-yp’j.z—lrl;\‘bl:—ns g OE eeEx | g g ©
1 . 8
I T
<33 (=3
Esquematico

PCB
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Placas desenadas

* Placa con ESP32-WROOM-32 VERSION 2
Microcontrolador + LoRa RFM95W + sensor BME280 + pantalla LCD + conectores de
expansion 12C / SPI + tira dobre de pines

uz u
ERE AT MBS 21500

k| 1 L i R =
TH [EY) &~ E—
L S s SE04300
Lo i) [ | 3
e w17 ® | ot (] anl i
- LU | B [ p = o )
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£ 5 i

w2 % s

[ 7 R =) :x::v
5 Syl = iy 21 SEFTH P4
= M aza AL L5 s L AL
B M = BT s w1l pa v
i} = i [ £ i "
E] TH vy [ 25 [P I S
e ] ooz |-EL 2L B3 — uss e 4 T

| FE} w
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10 T}
7 : 1 e [ L ol

U :: 2 . dzs SrimE chb
=
Ak BN
I

e oe
47 55 -F
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i o 58 i L i
F) [ 2 o e | uEipase 2 oo
3 E EL] — L L,m )
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Placas desenadas

* Placa con ESP32-S3-DEVKITC-1 VERSION 3
Placa principal: Microcontrolador + LoRa RFM95W + conectores de expansion I12C / SPI +
tira dobre de pines
Placa intermedia: adaptadora

2
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e
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L
Ld
.
-

®
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ar | 2 g
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:FI'Q: v
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P

Placa principal

Placa adaptadora intermedia
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Sensores empregados

 Sensor BME280 (temperatura, humidade, presion atmosférica)

 Sensor LTR390 (luminosidade e ultravioleta)

« Sen0515 (calidade do aire)

22
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Sensores empregados

* Sen0470 (Diéxido de Xofre, SO2)

 Sen0471 (Diéxido de Nitroxeno, NO2)

« Sen0472 (Ozono, O3)

23
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Sensores empregados

 Sensor EZO-CO2 (Di6éxido de carbono, CO2)

 Sensor de particulas PMS5003

* Piranémetro (radiaciéon solar)

24
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Sensores empregados

* Pluviometro (cantidade de chuvia) L _ _I

310mm

280mm 't'

« Cataventos (direcciéon do vento)

« Anemodmetro (velocidade do vento)

25
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Interconexion de elementos

SEN0470 SEN0471 SEN0472

» 7 sensores conectados por 12C
= Gsien — — * 4 sensores conectados por RS485
HlE Modbus RTU
S ||, i - * 1 sensor conectado por porto serie
@T}_ " ESTAGION N°1 Z | : l
.‘—‘m‘ | ’

25 CONVERSOR
RS485-TTL BME280

CATAVENTOS B -
§ e
PMS5003 RX2
! ¢ ’ TX2
N\
ANEMOMETRO
5V 12V +GND
—_———— ————
GND
L d
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Interconexion de elementos

Panel solar 10W: xera enerxia

eléctrica

 Regulador de Carga AECA Solsum
6.6X: xestiona a enerxia do panel
para cargar a bateria e
subministrar enerxia a carga

 Bateria 12V 7,2 Ah: almacena
enerxia

* Carga: estacion meteoroldxica

[ * Sensores de corrente e tensién

;} INA219: monitorizan o fluxo de

enerxia no sistema

Esquema de montaxe:

~ ESTAGION N°1

1222 1 ;)
BEd2 12CaESP32
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Medicions

Siste ma Embe bido “ e t e OLQR """”'4-':'.-':'-'.'“"39 Panel Solar Tension Panel Solar
0.7v

0 ek

| -\i “h il I‘llr""' -lJIL'I

RssiloRa Rssi actual

PR

Sinalfruida ensian Batera

Intensidade de carga/descarga Relacion da Radiacion Solar coa Carga da Bateria

Ultima evento

Bl 2024-04-21 00:29:05 [
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Medicions
Condiciér?s Atmo_sféricas
Calidade Aire

46.9 1

¥ -1,59 %

i atmosfériea

1028.4 moar

™ 0,0584 %
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| m
Medicions
Condicions Atmosféricas
Humidade e Temperatura .

Humi Humidz

469w |

recipitacion'ho

-

21.4 1/m2

00 %
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Medicions
Monitorizacion Integral
Calidade do Aire

coz Cot

611 oy

eCh2 eCO2 (historico

V¥ -155%

Compofientes Drganices

59 pHg/m3
v

=454 %

& Organicos histarica

0.3 ppm
0.2 ppm

0.0 ppm

A et

Calidade do Aire

L

.
2 ‘ 476 ppm
&3 ppn -

Compafientes organicos

& pgl

NOZ2 03 502

Paticulas no aine

(histarica)
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Hg
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Resultado do proxec de innovacion
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Ligazons utiles

Repositorio do proxecto en GitHub: https://github.com/electronicaricardomella/meteoLoRa
Tenda online con produtos LoRa: https://maker-store.es/search?sSearch=lora

Tenda online con produtos LoRa: https://www.reichelt.com/at/en/shop/search/lora

Tenda online con sensores e placas de desenvolvemento: https://www.dfrobot.com/
Tenda online de comporfientes electrénicos: https://www.tme.eu/es/

Tenda online de compofientes electronicos: https://www.mouser.es/

Tenda online de compofentes electrénicos: https://es.farnell.com/
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